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1. OBIIME ITOJIOKEHUSA

1.1. Hacrosmee Ilomoxkenue omnpenenseT TpeboBaHUS MO 00ECIECUCHUIO
0€30MacHOCTH aBTOMATHU3MPOBAHHON HHpopManmoHHoW cuctembl (gaiee — AUC)
MYHHUIMIAIBHOTO O0JKETHOTO AOUIKOJIBHOIO 00Pa30BaTENILHOTO YUPEKIEHUS JIETCKOIO
cana Ne 7 «bypoBuuok» (manee — Oneparop).

1.2. AUC npeacraBinsger coboit IT-cucreMy, mpeaHa3HAYCHHYIO IS
aBTOMATHU3alMU IpoleccoB (OpPMHUpPOBaHUS, OOpabOTKM M aHaiu3a HWH(OpPMAIMH 10
OCHOBHBIM HampaBJIEHUAM JesTenbHocTu Oneparopa.

1.3. OcHoBHBIMH QYHKIIMOHATBEHBIMH BO3MOKHOCTSIMU AVC OniepaTtopa sIBASIOTCS:

e popmupoBaHue, XpaHeHHEe U OOHOBJICHHE CBEACHHM O CTPYKTYype MoApa3ieicHHil,
rpynn Oneparopa;

¢ popMHpOBaHKE, XPaHEHUE U OOHOBJIEHUE CBEJCHUN O MEJaroru4eckoM COCTaBE U
MHBIX COTPYJIHUKAX nojapasnenenuit Onepartopa;

¢ popmupoBaHue, XpaHeHHE U OOHOBIIEHHUE CBEACHHUI 00 MHAMBHUAYATbHBIX IJIaHAX
paboThI MEeJaroruueckoro CocTana;

e popMHpOBaHKE, XpaHEHHUE U OOHOBJICHUE CBEJIEHUM 00 yueOHOM IUIaHE U UHBIX
manax Oneparopa;

e popmupoBaHue, XpaHeHHE U OOHOBJIEHUE CBEJIEHUN O Harpy3Ke MeJaroru4eckoro
COCTaBa;

e opmupoBaHue, XpaHEHHE KM OOHOBJICHHE CBEJCHHUN O HAy4YHOH M y4eOHO-
METOAMYECKON JuTeparype (METOOUYECKHE pPEKOMEHIAIMU, Y4YeOHbIe TMOoCco0us,
MOHOTpaduH, MyOIHKAIIK, HHOE), BKIIFOYask pa3padO0TKH MeIarornaeckoro CocTana,

e opmupoBaHue, XpaHeHHE U OOHOBJIICHME CBEICHHUH O BOCIHUTAHHUKAX U HUX
3aKOHHBIX MPEJCTaBUTEISIX;

e popMHpOBaHKME, XpaHEHHWE W OOHOBIICHHE CBEJACHUW O  pe3yJibTarax
00pa30oBaTeIbHOrO MpoIiecca;

e aHanmUTHYeCKas o00paboTka wuHQOpPMAIMM O TMPOBEACHUH O00pPa30BaTEIHLHOTO
nporecca.

1.4. B kauectBe wuH(popmanuu, noanexameid 3ammre B AWC Omneparopa,
paccMaTpUBarOTCS:

® [IEPCOHAJILHBIC JIAHHBIE MTeIarOTHYECKOTO COCTAaBa U UHBIX COTPY/IHUKOB;

® [IEPCOHAJIbHBIC JJaHHBIE BOCITUTAHHUKOB, B TOM YHCJIC U JIaHHBIE 00 WX 3aKOHHBIX
NpeICTaBUTENISAX;

e IEpCOHANILHBIE  JIaHHBIE  COTPYJHUKOB  aJMHUHHUCTPATUBHO-XO3SIMCTBEHHBIX
IOApa3/IeJICHUN.

1.5. IIpu obecneueHnn 6€30MACHOCTH MEPCOHANBHBIX JAHHBIX B UH(OPMAIIMOHHOM
cucteme Omneparop pYKOBOJCTBYETCS CIEAYIOIMIMM: BBIOOp CpPEACTB  3aIIMTHI
uHGOPMAIIUK /IS CHCTEMBI 3aIlUTHI MEPCOHATBHBIX JTAHHBIX; OINpPEACIICHUE TUIA YIPO3
0€30MMacCHOCTH TEPCOHANILHBIX JAHHBIX, AKTYAIbHBIX JUISI WH()OPMAIIMOHHON CHUCTEMBI;
yCTaHOBJIEHUE M  OOecnedYeHue ypOBHS  3alIUMIIEHHOCTH  MEPCOHAJIbHBIX B
uH(pOpMalIMOHHOW  cucTeme mnpou3BoAuTcs OnepatopoM B COOTBETCTBUU  C
TpeOoBaHUsIMH K  3alIUTe TNEPCOHATBHBIX JAHHBIX TMpU HUX 00paboTke B
WH(OPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JIAHHBIX, YTBEPKIAECHHBIX MOCTAHOBICHUEM
[IpaBurenbctBa PO ot 01.11.2012 Ne 1119.

1.6. OcHOBHBIMM Tpynmamu yrpo3, Ha MPOTHUBOCTOSHUE KOTOPBIM HAalpaBIIEHBI
ey U TpeboBaHusl 0€30MaCHOCTH, SIBISIOTCS



®yIpoO3bl, CBA3AHHBIE C OCYIIECTBICHHEM HECAaHKIMOHHPOBAHHOTO JOCTYIIa
(o3HaKoMIIeHUs) ¢ MHGpOpMalMed, colepkalled CBeIeHUs O MNEePCOHAJIbHBIX JIaHHBIX
pabOTHUKOB U BOCIIUTAHHUKOB, IIPH €€ 00pabOTKe U XpaHEHUH;

®yIpo3bl, CBSI3aHHBIE C HECAHKUMOHUPOBAHHBIM KONHUPOBAHUEM (XUIIECHHUEM)
uHpOpMaIMK, COAEpKAllell CBEICHHS O NEPCOHATBHBIX HaHHBIX pPAaOOTHUKOB U
BOCIIUTAaHHUKOB,

® yTpo3bl, CBSI3aHHBIE C OCYLIECTBIEHHEM JOCTyNa K MH(OpMauuu, cojeprkarien
CBEJICHHUS O NEPCOHAJIBHBIX JAaHHBIX PAOOTHUKOB M BOCIMTAHHUKOB, 0€3 pa3pelieHus Ha
TO €€ Biajielblia (CyObeKTa MepCOHATBHBIX JAHHBIX);

®yIpoO3bl, CBSI3aHHBIE C HApPYIICHHEM TMOpSAAKAa JOCTyna K HH(OpMAaIHH,
coJeprKalleil CBEJEHUS O IEpPCOHANbHBIX JaHHBIX PAOOTHHKOB U BOCIHUTAaHHHUKOB,
nepeaaBacMoi 3aMHTEPECOBAHHBIM JIHIIAM;

®yTpO3bl, CBSI3aHHBIE C TMEpPexXBaTOM HH(OPMALWHU, COAEpKAIIECH CBEIEHUS O
NEPCOHATBHBIX JAHHBIX PAaOOTHUKOB W BOCIUTAHHUKOB, M3 KaHAJOB MEpEeaadl JaHHBIX C
UCMOJIb30BAHUEM CIEIIMATN3UPOBAHHBIX POrPAMMHO-TEXHUUYECKUX CPEJICTB;

® yTpo3bl, CBA3aHHbIE C moTepel (yTparoil) uHpopmanuu, coaepkaiieil CBeeHus o
NEPCOHANBHBIX JIaHHBIX PAOOTHUKOB M BOCIHUTAHHUKOB, BCIEICTBHE COOEB (OTKA30B)
IPOrPaMMHOI0 U alapaTHOTo 00ecreyeHus;

®yIpo3bl, CBSI3aHHbIE C BHEAPEHHUEM KOMIIBIOTEPHBIX BHPYCOB U JAPYroro
BPEIOHOCHOT'O IPOrpaMMHOI0 00eceueHus;

® yTPO3Hl, CBSI3aHHBIE C OCYIIECTBICHUEM HECAHKIIMOHUPOBAHHBIX
WHPOPMAIIMOHHBIX BO3ICHCTBUI (HAMpaBICHHBIX HA «OTKa3 B OOCITYKWBaHUW» IS
CEpBHUCOB, MOJU(PHUKAIUIO0 KOH(QUTYPALMOHHBIX JIAHHBIX MPOTrpaMMHO-aNIapaTHBIX
CpEeICTB, TO100p ayTEeHTU(PUKATMOHHON HH(POPMALIUU U T.I1.).

1.7. ®ynkimoHanbHble TpeOOBaHMs 0€30MTACHOCTH OXBATHIBAIOT:

e TpeOOBaHUS K OCYIIECTBICHHUIO ayAUTa O€30MaCHOCTH;

e TpeOOBaHUS K O0ECTICUCHHIO TMOUTMHHOCTH CYOBEKTOB 0OMeHa MHPOpMAIIUEH;

e TpeOOBaHUS K KPUNTOrpadhuuecKoit MoaepiKKe;

e TpeOOBaHUS K 3aliuTe WH(POPMAIUU, COJEPIKAIMICH CBEJACHHS O TMEPCOHATBHBIX
JAHHBIX pAOOTHUKOB M BOCIIUTAHHUKOB;

e TpeOOBaHUA K HICHTU (UK U ayTeHTUUKauu nosib3oBareneit AUC;

e TpeOOBaHUS K YIIPABJICHHUIO O€30MMaCHOCTHIO;

o TpeOOBaHNUS K 3aIIUTE CUCTEMbI 0€30MTaCHOCTH.

2. OCHOBHBIE ® YHKIIMOHAJIBHBIE BO3MOKHOCTH AUC,
CBSA3AHHBIE
C OBECHHEYEHHUEM BE3OINACHOCTU (BAIIUTON NH®OPMAIIAN)
2.1. 3amuTa JaHHBIX 0JIL30BATEIs

2.1.1. AVC pomxHa OCYHIECTBIATh (YHKIMM W TOJUTHKY H30MpATEIBHOIO
(IMCKpEUMOHHOr0) yIpaBieHus JoctynoMm. M30uparenbHoe ymnpaBlieHHE IOCTYIIOM
JOJKHO TPEJOCTaBIATh BO3MOKHOCTh OTPaHMYMBATh W KOHTPOJUPOBATH JIOCTYN K
CUCTEME M K HH(pOpMaLIUH, COJIepKaIE CBEJICHUS O MEPCOHAIbHBIX JAHHbBIX.

2.1.2. Kaxnpiit [lonp3oBarens, neiTatonuiics noayuuts noctyn k AVC, cHauvana
JOJDKEH TPOXOIUTH MPOLEAYypY HACHTH(PUKAIMKU M ayTEHTH(PHUKAIMH, a 3aTeM, IpU
NOMBITKAX IOJyYEHHUs AOCTyNa K aKTHBaM, — aBTOPHU3ALUIO, T.€. IPOBEPKY pa3pelleHui
[Tonb30Bartensi MO OTHOLIEHHUIO K KAKOMY-JTMOO 3alllMI[aeMOMY aKTHBY.



213. B AUC poctyn k wuH(pOpMamuu [OHKEH OBITh pa3pemeH TOJIbKO
yHnoJIHOMOYeHHbIM Ha 3T0 Ilonb3oBarensMm. Mogens 3amutel AVMC noimkHa BKIIOYATh
KOMIIOHEHTBI, KOTOpBbIE€ pealu3yloT KOHTPOJb CYOBEKTOB JOCTymHa, JEeHCTBUI,
IpeaNPUHUMAEMBIX KOHKPETHOU CYIIIHOCTBIO 10 OTHOIIEHHUIO K OOBEKTY OCTYIIA.

2.1.4 Kaxnapiii 00BeKT mocTyma, mpexactaBieHHbii B AWC, momkeH OBITh
OJIHO3HAYHO AaCCOIMUPOBaH C HA0OpPOM aTpuOyTOB OE30MACHOCTH, OMPEICNISIIONINX
0€30MacHOCTh  3amuiiaeMoro ooObekTta. JlaHHbli HaOoOp aTpubyTOB  JOJIKEH
(opMHpOBaTHCS NPU CO3JaHUU OOBEKTA U BIIOCIEJICTBUU MOXKET MEHSThCS. V3MeHeHue
UX 3HAYCHHH MOJDKHO ObITH oOecriedeHo Tosbko Illonb3oBaressiM, UMEIOUIUM CTaTycC
BJIaJIeNblIa 00BEKTA, a TaKKe CyOBhEKTaM, KOTOPBIM MPEJOCTaBIEHbI COOTBETCTBYIOIINE
MOJIHOMOYHSI.

2.1.5. IlpaBa gocrymna cyOBEKTOB K OOBEKTY JIOJDKHBI ONMPEACIIATHCS TOCPEICTBOM
CIMCKa ympaBieHus AocTynoM. CHUCOK YNpaBI€HUsS JOCTYIIOM JOJDKEH BKIIOYATh
IepeyeHb I0JIb30BaTeNel, KOTOPBIM pa3pelieH J0CTyln K OOBEKTy, a Takke Habop
JIOTTYCTUMBIX HaJl 00bEKTOM JIEUCTBUH.

2.2. AyauT coObITHIi 0€30MacHOCTH

2.2.1. AVIC nomxkHa obecrieurBaTh Ha0Op CPEJCTB ayauTa, MpeIHa3HAYCHHBIX IS
MOHHUTOPHHIA U OOHAPYKEHUS HEXKENATeIbHbIX YCIOBUM, KOTOPbIE MOT'YT BO3HUKHYTh, a
TaKk)Xe COOBITHI, KOTOpbIE MOTYT MPOM30HTH B cucTeMe. MOHUTOPUHI OTHOCSIIMXCS K
0€30MacHOCTH COOBITHI TOJKEH TO3BOJIATh OOHAPYKUBATh HApYIIUTENEH O€30MacHOCTH,
a TaKXKe BBIABJIATH MONBITKM HECAHKIMOHMpoBaHHOro nocryna k AVC wim noctyna K
3amuuiaemMo  umHpopmanuu. B uacTHocTH,  ompenenssi  MOJIUTHKY — ayAuTa,
yHnoJIHOMOYEeHHBIN agMuHucTpatop AWC noimkeH MMeTh BO3MOXKHOCTh OCYILIECTBIATH
ayJUT TOJBKO HEOOXOJMMBIX THIOB COOBITHI O€30MaCHOCTH, TaKUX KakK HeyJayHbIe
NOMBITKA MOJKIIoUeHus nonb3oBateneid k AVC. 3anuch pe3yabTaToB ayauTa COOBITUN
0€30MaCHOCTH JOJKHA OCYLIECTBIISITHCS B JKypPHAJIbl PETUCTpAllMM COOBITHM ayJuTa,
JOCTYyIl K KOTOPOMY JIOJDKEH OBITh  pas3pelieH TOJBKO  YIOJTHOMOYEHHOMY
agmunuctpatopy AUC. IIpocMoTp KypHAJOB perucTpaiuuu COOBITUN ayauTa JIOJKEH
BBINIOJIHSIETCS. € HWcrnoib3oBaHueM  cpeactB AMC  (cnenuain3upoBaHHBIX
MHCTPYMEHTAJIBHBIX CPEACTB). J[aHHBIE CpeACTBa JIOJIKHBI IIPEAOCTABIATh BO3MOKHOCTD
MOHUTOPUHIA U PETHCTPAIMM TOJIBKO TeX COOBITUN ayJauTa, KOTOPBIE YJIOBJIETBOPSIOT
3a/laHHbIM KPUTEPHUSIM, 4YTO IMO3BOJMT OrPAHMYUTH OOBEM JAaHHBIX, COOMpPAEMBIX O
COOBITHSIX 6€30MaCHOCTH.

2.3. UnenTudguxkanus u ayreHTHGUKAIAS

2.3.1. AUC pomxHa TpebOBaTh, YTOOBI BCE CYOBEKTHI JOCTyNa YHHKAJIbHO
UACHTUQUIUPOBATUCH U ayTeHTUpUIMpoBamuck npu aoctyne k AUC ¢ nmomomibio
BBOJla uaeHTHUUKaTopa W mapoyd. Wpentudukanus u ayTeHTHPUKANUS JOHKHBI
OCYIIECTBIISITHCSI JI0 BBIMOTHEHHS] CYOBEKTOM JOCTyIa Kakux-mubo aeiictBuii. AVC
JOJDKHA — mojalepkuBaTh — ayTeHTu@ukauuto [lonmb3oBarenedt  BmecTe ¢ HX
aBropuzanueil. [Ipenycmatpusaercs, uro aBropuzanus [lonb3oBaTeneld mpeacTaBisieT
Ha4aJIbHbIM YPOBEHb IS pa3peLIEHUs JOCTYMA K JIOKAJbHBIM U CETEBBIM PECYpPCaM.

2.3.2. AUC pomxHa oOecreunBaTh XpaHEHHUE TMapoJie B MpPeoOpa3oBaHHOM
dopmare. AUC nomkHa MpeocTaBisATh CPEJICTBA YCUIICHHUST 0€30MacHOCTH Maposeit
Yyepe3 MCIOJb30BAHUE MEXAHHW3MOB, IO3BOJIIIOIIMX ONPENEIUTh MHUHHUMAJIbHYIO
JUIMHY, Bpemsi JedcTBUS (MUHUMAIbHOE M MaKCHUMalbHOE), 3aJaTh TpeOOBaHUE
YHUKaJIbHOCTU (HEMOBTOPSEMOCTH) U BPEMsI CMEHBI ITapoJsl.

2.3.3. AUC nomxHa mpeAoCTaBIATh MEXAaHW3M OJOKUPOBAHHUS YUETHOW 3alucCu
II0JIB30BATENS IOCJIE OIPENEIEHHOIO KOJIMYECTBA IMOMNBITOK BBOJA HENPABUIBHOIO



UMEHU W/WJTU TIapOJIs TIOJIh30BATEIS 10 €€ pa3diokupoBanus aaMuaUcTpaTopom ANC
WM 110 UICTEUEHUU BPEMEHU JICUCTBHUSI, 3aIaHHOTO I CYETUYUKA OJTOKUPOBKHU.
2.4. 3amuTa cucreMbl 0€30IIACHOCTH

24.1. AUC nomxHa TPEAOCTaBIATh PSAI BO3MOXKHOCTEH I OOECTICUCHHS
3alIUTHl CHUCTEeMbl Oe3omacHoCcTU. M30sius MpOIEecCOB W MOACpP>KaHUS JOMEHA
0€30MacHOCTH JOJDKHBI 0OecreurnBaTh 0e30MacHOe BBIMOJHEHHE (YHKUIUNA CHCTEMBI
oe3omacHoctd AVC. BO3MOKHOCTh OCYIIECTBIEHHUS NMEPUOINYECKOTO TECTUPOBAHMS
cpennl pynkunonupoBanust AVIC (anmapaTHoOl 4acTv) U COOCTBEHHO caMuX (QYHKITHI
cuctembl 6e3omacHoctu AVC nomkHO obecneunBaTh MOAJEP)KAHHE YBEPEHHOCTH
anmuauctpatopa AMC B 1ENOCTHOCTH UM KOPPEKTHOCTH (PYHKIIMOHUPOBAHMUS
(GyHKIUH cCUCTEMBI O€30IaCHOCTH.
3. OCHOBHBIE ®YHKIIMOHAJIBHBIE BO3MOKHOCTHU INOBBILIEHUSA

HAAEXHOCTH

AUNC nomxHa o0ecrieuynBaTh HAJICKHYIO 3allIUTY JAHHBIX OT HEMPEABUICHHBIX
cOOCB WM OTKa30B CHUCTEMBbI, OOecreuyuBasi CICAYIOIIME BO3MOXHOCTH TIO
MOBBIIICHUIO HAJIEKHOCTH.

3.1. Pe3epBHOE KOMMPOBaHME JAHHBIX

3.1.1. B AUC nmoimkHBI BXOJUTH CTAaHAAPTHBIC CPEICTBA MPEIOTBPAIICHUS TIOTEPH
JTAHHBIX U UX BOCCTAHOBJICHHUS B CiIyyae BO3MOXHBIX cOoeB. Mmerommumecs: cpencta
PE3EpBHOrO KOIMUPOBAHUS JOJKHBI TIpenocTaBiATh llosib3oBaTensiM BO3MOXKHOCTh
BBIOOpAa pa3NUYHBIX CTpPATEruil PE3EpPBHOIO KOMHPOBAHMS, OOECIECUHUBAIOLIUX
HEOOXOAMMBIN YPOBEHb 3alIUTHl JAHHBIX B Cllydyac BO3HUKHOBEHHUsI cOOEB B paboTe
cucreMbl, npu 3ToM [lonp30BaTenssM [JOJKHA MPEAOCTABIATHCS BO3MOXKHOCTD
BBITIOJIHEHUSI PE3EPBHOTO KONUPOBAHUSl JAaHHBIX HA HECHEMHBIE U CHEMHBIC
YCTPOMCTBA XpPAHEHUS.

3.2. BoccraHOBJICHHE CHCTEMbI
3.2.1. ®yHKIMOHATIBHbBIE BO3MOKHOCTH BOCCTAHOBJICHUS] CUCTEMBI JJOJIKHBI [TO3BOJISATh
Bo3Bpaiatb AUC B cocrostHue, npenmectByiomee cooro. Ilpu atom B AUC He
JOJDKHO TPOUCXOAUTH MOoTepu (MO0 TOTEepH MAOJDKHBI OBITh MHUHUMAIBHBI) U
VCKQ)KEHUS JaHHBIX.
3.3. CpeacrBa aIMUHUCTPHPOBAHUSA, YIIPABJICHUSA U MOAACPKKHU

3.3.1. B coctaB AUC nomkHBl OBITh WHTETPUPOBAaHBI TpadUuecKue CpecTBa
aIMUHUCTPUPOBAHUS W/WIM YTUIMTHI KOMAaHAHOM CTpOKH, o0OecredynBaromme
a¢deKTUBHOE MOJTHOMACIITA0HOE U THOKOE yIIpaBieHHe (B TOM YMCJIe MOHUTOPUHT).

4. CPEJA BE3OITACHOCTHU AUC

4.1. Mopgesn yrpo3, xapakrepnbie s AUC

4.1.1. Ocy1iecTBieHNE HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHUSI C MEPCOHAIbHBIMU
JTAHHBIMH PaOOTHUKOB U BOCTIUTAHHUKOB.

HcTouHuKky yrpo3bl — BHEIIHUH 3710yMBIIIICHHUK.

Cnocoé (Meron) peaau3auuMd Yrpo3bl — mepexBar HWHGOpPMAIMM W3 KaHAJIOB
neperayl JaHHBIX C UCIMOJIb30BAHUEM CIEIUATN3UPOBAHHBIX MPOrPAMMHO-TEXHHUYECKUX
CPEJICTB.

Hcnonb3yemble yA3BUMOCTHM — BO3MOJKHBIE HEJOCTATKM MEXAHU3MOB 3alllUThI
uHpopMallMM TP €€ TIepelnadye [0 KaHajlaM T[epeJadyd JaHHBIX, CBSI3aHHBIE C
BO3MO’KHOCTBIO HECAaHKIIMOHUPOBAHHOT'O O3HAKOMJICHMSI C TiepelaBaeMoil HHpopmauein
TPEThUX JIHII.



Bua undopmManum, moTeHUHAJbHO TOABEPKEHHOH YIpo3e — IEepPCOHAIbHBIC
JaHHbIE PAOOTHUKOB M BOCITUTAHHUKOB.

Hapymiaemoe cBoiicTBO 6€30MaCHOCTH — KOH(UICHIIMAIBHOCTD.

Bo3Mo:kHbIe MOC/IeCTBUA Peau3alui YITPo3bl — HAHECEHUS MOPAIBHOTO WU/HIIH
MaTepHUaJIBbHOTO yiuepda nMily, (UIypupyroleMy B IE€pexXBauye€HHOM WH(pOpMaLUU.
HaHeceHnne KOCBEHHOT'0 MaTepHaJIbHOTO yIiepba 00pa30BaTeIbHOMY YUPEKICHHUIO.

4.1.2. OcyuiecTBiIeHNE HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHUS C NEPCOHAIBHBIMU
JTAHHBIMU PAOOTHUKOB U BOCIIUTAHHUKOB U UX MOJU(PUKALNS (B TOM YHCIIE TOAMEHA).

M cToYHMKM YyIPo3bl — BHEITHUHN 3JI0yMBIIIIJIEHHUK.

Cnoco6 (MeToa) peaju3aluM Yrpo3bl — TepexBaT WH(OOpPMAIUM HU3 KaHAJIOB
nepeaadyu JaHHBIX C MCIOJIb30BAHUEM CIEIMAIM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX
cpeactB; Moaudukanus (B TOM 4YHCIE MOJAMEHA) MEePEeXBaueHHOW HHPOPMAIUU U
HaBsI3bIBAHKE JIOKHOW HHGOPMAITUH.

HUcnosb3yeMble ySA3BHUMOCTH — HEJOCTaTKM MEXaHU3MOB 3allUThl MH(OpManuu
Ipyu ee Iepelade Mo KaHajlaMm I[epelayd JaHHBIX, CBSI3aHHBIE C BO3MOXKHOCTBIO
HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI M MOAU(GUKAIMA (B TOM 4YHCJIE TIOJMECHBI)
nepeaaBaeMol HHPpOpMaIHH.

Bua undopmanumn, nmoTeHHHAJbHO TOABEPKEHHOH YIpo3e — TMEpPCOHATbHBIC
JaHHbIE PAOOTHUKOB M BOCITUTAHHUKOB.

Hapyuiaemsble cBoiicTBa 6€30MacHOCTH — KOHDHUICHIINATBHOCTb, [IEJIOCTHOCTb.

Bo3Mo:kHbIe MOC/IeCTBUA Peau3alui YIPo3bl — HAHECEHUS MOPAIBHOTO U/HIIH
MaTepUAJILHOTO yllepOa Jniy, GUrypupyromemMy B MepexBaueHHON MH(pOpMaluu U3-3a
HECAHKIIMOHUPOBAHHOTO  PACKpBITUSA  KOHQUISHIHUAIBbHOW  HMHPOpMAIMH WU
pacrpocTpaHeHHs PaCKPBITHIX JaHHBIX. HaHeceHne KOCBEHHOT0 MaTepHaIbHOTO yIepoa
JIOIIKOJIBHOMY 00pa30BaTEIbHOMY YUPEXKICHUIO.

4.1.3. HapymieHue IOCTYITHOCTH, yTpaTa WIA HWCKAKECHUE TNPEIOCTABISICMBIX
MEPCOHAIBHBIX JIAHHBIX PAOOTHUKOB M BOCIIMTAHHHKOB BCJEACTBHE CcOOEB (OTKAa30B)
MIPOTPaMMHOTI0 U aNMapaTHOro 00eCIeueHuUs.

M cTouHMKM YyIpo3bl — MPOrpaMMHOE U animapaTHOE 0OecrieueHue.

Cnocod (Merox) peanu3anmum Yrpo3sl — cOou (OTKa3bpl) MPOTPAMMHOTO H
anmnapaTHOro o0ecreyeHusl.
I/ICIIOJII)3y6MbIe YA3BUMOCTH - HEAOCTATKHU MEXaHU3MOB oOecreueHus

JIOCTYITHOCTU TpeOyeMor HH(pOpMAINK, CBSI3aHHBIE C BO3MOXKHOCTBIO OJOKHUPOBaHUS
NpeoCTaBICHNs] HHPOPMAIIMH HA HEJIOIYCTUMOE BPEMSI.

Bua undopmManumu, mOTEeHUHAJBHO IOABEPKEHHOH YIpo3e — IEpPCOHAIbHBIC
JaHHbIE pAOOTHUKOB U BOCTIMTAHHUKOB.

Hapymaemoe cBoiicTBO 0€3011aCHOCTH — JJOCTYITHOCTb, JOCTOBEPHOCTb.

Bo3MokHBIC MOCJIEICTBHSL peaTu3alMi YIPO3bl — HapyLIEHUE CO CTOPOHBI
00pa30oBaTENbHOIO yUpEeXKACHUS B3ATHIX Ha cebds o00sA3aTenbCcTB MO 00paboTke
NEPCOHATBHBIX JAHHBIX PAOOTHUKOB M BOCIMTAHHUKOB W MOXKET MPHUBECTU K MPSIMOMY
WA KOCBEHHOMY MaTepHUaIbHOMY yIIepOy YUpeKIeHHIO.

4.1.4. Hapyuienue COITACOBAHHOCTH JaHHBIX B TEPCOHAIBHBIX JAHHBIX
pabOTHUKOB U BOCIIMTAaHHUKOB BCJEACTBHE COOEB (OTKAa30B) MPOrpaMMHOTO H
ammapaTHoro  o0OecmedeHus, a TakkKe OMMOOK  TMepcoHana  JOMIKOIBHOTO
00pa30BaTENBHOIO YUPEKACHHUS.

Mcrouynnkm yrpo3sl — MporpaMMHOE M almnapaTHoe oOecredyeHwe, MepcoHall
JOLIKOJIBHOTO 00pa30BaTEbHOTO YUPEXKICHUS.

Cnocoé (meron) peaam3anum Yyrpo3bsl — cbou (0TKa3bpl) NPOrPaMMHOTO
oOecrieyeHus ¥ OUIMOKHU MepcoHala JOIIKOJILHOTO 00pa30BaTeIbHOTO YUPEKICHUSI.



I/Icn0.111>3yeM1>1e YA3BUMOCTH —  HCAOCTATKH  MCXAaHU3MOB oOecrieueHus
COINIaCOBAHHOCTHU JaHHBIX B BI[ AI/IC, CBA3aHHBIC C BO3MOKHOCTBIO HAPYUICHHA
COIJIaCOBAHHOCTH.

BI/II[ I/IH(l)OpMal.lI/II/I, MNOTCHIIMAJIBHO l'lO)_IBep)KeHHOﬁ yYrpo3e — MNCpCOHAJIBHBIC
JaHHBIC pa6OTHI/IKOB U BOCIIMTAaHHHUKOB.

Hapymaemble cBoiicTBa 0e30MaCHOCTH AaKTHBOB —  JOCTOBEPHOCTb,
LEIOCTHOCTb.
Bo3mokHBIE TIOCTEACTBHS Ppeaju3alldd YIPo3bl — pPAcCOIVIACOBaHUE B

MEPCOHATBHBIX JaHHBIX PAOOTHUKOB M BOCIUTAaHHUKOB, XpaHuMbix B BJI AUC, uto, B
CBOIO OdYepeab, MpPHUBEACT K BO3MOKHOMY HAHECEHUS MOPAJIBbHOTO W/WUIU
MaTEepHAIBHOTO yIIepOa JOUIKOIEHOMY 00pa30BaTEIbHOMY YUPEKICHHIO.

4.1.5. OcymectBiieHue aoctyna (O3HAKOMIIEHHS) C MEPCOHAIBHBIMHU JAHHBIMU
BOCIIUTAaHHHUKA, XpaHUMBIMU U oOpabaTsiBaeMbiMu B AWC, Ge3 cormacus cyObekTa
NEPCOHATBHBIX JAHHBIX (3aKOHHOTO MPEICTABUTEIS) MU OKOHUYAHUS CPOKA ACUCTBUS
TaKOTO COTJIACHS.

HcTouyHnkM yrpo3sl — yIOJTHOMOYEHHbBIE HA JOCTYN K MEPCOHATBHBIM JaHHBIM
BHYTPEHHUE U BHEITHHUE MOJIH30BATEIH.

Cnoco0 (merox) peanu3anmuM Yrpo3bl — OCYUIECTBICHME JIOCTyNa K
NEPCOHATBHBIM JAHHBIM BOCITUTAHHUKOB C WCIOJB30BAHMEM IITATHBIX CPEICTB,
MPEIOCTABISIEMBIX POTpaMMHO-anmapaTHeiM obecrieuenuem AUC.

Hcnoab3yemMble yI3BUMOCTH — HEJJOCTATKA MEXaHU3MOB 3aIUTHl IEPCOHATBHBIX
JAHHBIX O0OydYalomerocs, CBs3aHHBIE C BO3MOXKHOCTBIO JOCTynma K HHUM 0e3
MUCHMEHHOTO COrjlacusi CyOBbeKTa MEePCOHANBHBIX JTAaHHBIX WM TOCIE OKOHYAHHS
CpOKa ero JeHCTBUSI.

Bun undopmManuu, NoTeHUHAIbHO MOABEPKEHHOWH yrpo3e — TEpCOHAIHHBIC
JTAaHHBIE BOCITUTAHHUKOB.

Hapymaemsble cBolicTBa 6€30MacHOCTH — KOH(DHIEHIINATHHOCTb.

Bo3MoskHBIe NOCJHEACTBHSl peaju3alui Yrpo3bl — HECAaHKIMOHHUPOBAHHOE
O3HAKOMJICHHE C TIEPCOHATHHBIMU JAaHHBIMHU BEJET K HAaHECEHHIO MOPAIBHOTO W/WIH
MaTepHalIbHOro yuiepOa oOydaromemMycs H3-32 HECAaHKLIMOHUPOBAHHOTO PACKPBITHS
KOH(UIESHITUATBHON WH(OPMAIINH.

4.1.6. Buenpenue B MHGOPMALIMOHHYIO CUCTEMY OOpa30BATENbHOTO YUPEXKICHUS
BHUPYCOB H JPYTOT0 BPEIOHOCHOTO MPOTPaMMHOTO 00ECIIEYeHNS TP B3aUMOICHCTBUA
C BHEIIHUMH CHCTEMaMH, a TaKXKe I0JIb30BaTeNIIMU C HOCHUTeNleH HH(OpMalny,
UCTIOJIh3yEeMbIX Ha aBTOMATH3MPOBAHHBIX Pab0YnX MecTax.

HcTouHukn yrpo3nl — BHYTPEHHHE IOJIb30BATENM W TIEPCOHAJ JIOIIKOJIHHOTO
00pa30BaTEIBHOTO YUPEKACHUS, BHEIIHUE CUCTEMBI.

Cnocod (Meroa) peaau3anMu Yrpo3bl — BHEAPEHHE BHUPYCOB U JIPYyTrOro
BPEIOHOCHOTO TPOTpaMMHOTO oOOecredeHus] Tpu B3aUMOJCHCTBHUH C BHEIIHUMU
cuctemamu (QaiioBblii 0OMEH, OJJIGKTpOHHAsh TMo4YTa W T.I.), a Takke IMpHu
UCTIOJIB30BAHUN CHEMHBIX HOCHUTENEH HH(POpMAIK Ha aBTOMAaTU3MPOBAHHBIX pabOvYNX
MECTax.

Hcnoan3yemble  ysI3BUMOCTHM  —  HEJOCTaTKM  MEXaHHU3MOB  3aIUTHI
UH(POPMAIIMOHHON CUCTEMbI 00Pa30BaTEIBHOTO YUPEKACHUS OT BHEPEHUSI BUPYCOB U
JPYTOT0 BPEIOHOCHOTO MPOTPaMMHOTO OOecCredeHus, CBA3aHHBIE C BO3MOXKHOCTBIO
BHEIPEHUS BUPYCOB U IPYTOr'0 BPEIOHOCHOTO MPOrpaMMHOT0 00eCTIeUeHUsI.

Bua undgopmanuu, MOTEHUUAJBHO NOJABEP:KEHHOM Yrpo3e — IPOrpaMMHOE
obOecriedeHre  MHPOPMAIMOHHOW  CHUCTEMBI  JOMIKOJBHOTO  00pa30BaTEILHOTO
YUPEIKICHHUS.



Hapyumiaemoe cBoOiicTBO 0€301aCHOCTH AKTUBOB — I[€JIOCTHOCTb.

Bo3mo:kHBbIe TOCJAEACTBHS peaju3alMu Yrpo3bl — HapylIeHUE PEKUMOB
GYyHKIMOHUPOBAHUS HH(POPMAIMOHHONW CHCTEMbl O0pPa30BATENILHOTO YUPEKIACHHUS,
norepss (yrpata) M HMCKaXKeHHUE HH(POPMALMM, CHUKEHHE YPOBHS 3aIUIICHHOCTH
MH(POPMALIMOHHON CHCTEMBI JOIIKOJIBHOIO 00pa3oBaTelIbHOTO yupexaeHus. Bener k
BO3MOKHOMY  MaTepHaJlbHOMY  ymiepOy  JOHIKOJIBHOTO  00pa30BaTelbHOTO
YUPEKICHUS.

4.1.7. OcymiecTBieHEe HECAHKIIMOHUPOBAHHBIX MH()OPMALIMOHHBIX BO3JEHCTBUIMA
(Mogudukanuss KOHPUTYpalMOHHBIX JAHHBIX I[POTPAMMHO-AIIApPaTHBIX CPEJCTB,
moa00p ayTeHTU(PUKAIMOHHOW MH(pOpMaMK U T.N.) HA WHPOPMAIMOHHYIO CHUCTEMY
JIOIIKOJIBHOTO  00pa30BaTeIbHOTO  YUPEXKACHUS, OCYIIECTBISIEMbIX W3 BHEIIHUX
CHUCTEM.

McTouyHnKkH yrpo3bl — BHEIIHHUE 3JI0YMBIIIUIEHHUKH, BHEIIIHUE CUCTEMBI.

Cnocod  (Merox) peanM3anMum  yYrpo3bl —  HECAaHKIMOHUPOBAHHbIE
uH(pOpMAlIMOHHBIE  BO3JEHUCTBUS C  HUCIOJIB30BAHUEM  CIEIUATU3HUPOBAHHOIO
MIPOrPaMMHO-ANMNapaTHOTO 00ECTICYCHHS.

HUcnonb3yemble  ysI3BUMOCTH  —  HEJOCTaTKM  MEXaHHU3MOB  3allUThHI
WH(POPMALIMOHHON CHCTEMBI JOMIKOJBHOTO 00pa30BaTEIBHOTO YUYPEKICHUS OT
HECAHKIIMOHUPOBAHHBIX BHEITHUX BO3JACHCTBUM.

Bun undgopManum, MOTEHUHAJBHO NOJABEPKEHHON Yrpo3e — IMPOrpamMMHO-

amnmapaTHOe obecrieueHne nH(pOpMaIMOHHON CHUCTEMBI JIOTIIKOJIBHOTO
00pa30BaTENbHOTO YUPEKACHHUS.

Hapymaemble cBoiicTBa 0€30MacHOCTH aKTHBOB — KOH(DHICHIIMAIBLHOCTD,
IICJIOCTHOCTb.

Bo3MoskHBIe TOC/IEICTBHS PpeaJM3aluM YIrpo3bl — HapyIICHHE PEXKUMOB

GYyHKIMOHUPOBAaHUS WH(POPMALMOHHOW CHUCTEMBI JOIIKOJIBHOTO 00pa30BaTEebHOIO
YUpPEXKICHUS, CHIDKEHHWE YPOBHA 3alIUIIEHHOCTH WH(GOPMAIMOHHOW CHCTEMBbI
JIOLIKOJIBHOTO  00pa30BaTeNbHOTO  yupexJeHus. Bemer K BO3MOXHOMY
MaTepuaIbHOMY YIIEpOy.

4.2. ITonmutuka u nean 6ezonacHoctu aasa AUC

AUC nomxHa o0ecnedyuTh CJEJAOBAHWE MPHUBEACHHBIM HHUXKE IpaBuiam
0€30MacHOCTH:

1. JlomkHa OBITH OOecrieueHa perucTpanus W ydeT MOdMydeHHs (BKIrodYas
yKa3aHUE CpOKa JEHCTBHS) COIJIacHsl 3aKOHHOTO IMPEJCTaBUTENs BOCHUTAHHUKA Ha
00pabOTKy MpENOCTaBIEHHBIX MM B JIOIIKOJbHOE 0O0pa30BaTEIbHOE YUpEXKJEHUE
NEPCOHATBHBIX JIAHHBIX.

2. JlomxHa OBITH oOOecrieueHa BO3MOXHOCTb — HAJEKHOTO  XpaHEHUS
NEPCOHANbHBIX JaHHBIX PAOOTHUKOB M BOCHUTAHHUKOB (B TEUEHHE JIEHUCTBUSA CpOKa
TPYJIOBOTO JOTOBOpa M paspelieHus (corjacus) Ha oOpabOTKy MEepCOHATBHBIX JAaHHBIX
COOTBETCTBEHHO).

3. JlomkHa OBITH OOecreueHa BO3MOXHOCTh 0€30MacHOTr0 BOCCTaHOBIICHHS
AMUC nocre cOoeB 1 0TKa30B NPOrpaMMHOT0 o0ecriedeHus: 1 000py10BaHNUS.

4, JomkHa ObITh oOOecrieyeHa 3amUTa HWH(pOpMalUM, COCTABJISIONICH
NEepCOHATbHBIC JIaHHbIE PA0OTHUKOB U BOCIIUTAHHUKOB, NMPH €¢ 00paboTKe, XpaHESHUH U
nepeaye CrenuaaIn3upoBaHHBIMU CPEICTBAMHU 3aAIIUTHI.

5. JlomkHO OBITH 00CCIEUECHO HaJW4YWe HaIJICKAIIMX, 3alIUIICHHBIX OT
HECAHKIIMOHUPOBAHHOT'O UCIIOJIB30BAHUS, MEXaHU3MOB PETUCTPALMH U MPEAYIPEKACHUS
anmuuuctpaTopa AVC o mo0bIx cOOBITHSX, OTHOCSIUXCA K 6e3omacnoctu AUC.



6. JlomxkHO OBITh OOECHEeYeHO HaJuuMe HaAJIeXalluX W KOPPEKTHO
(YHKIMOHUPYIOIIUX CPEACTB aAMUHUCTPUPOBAHUSA O€30MaCHOCTH HH(POPMALMOHHON
CHUCTEMBbI  JIOIIKOJIBHOIO  OOpa30BaTEJbHOTO  YUPEXKAEHUs, JOCTYIHBIX  TOJIBKO
YIOJHOMOYEHHBIM aJIMUHUCTPATOPAM.

7. JlomxHbl  OBITh  NPEJOCTABIEHBl  MEXAaHU3Mbl  AyTEHTHU(UKALMH,
o0ecrieunBarolie aJeKBATHYIO 3alMTy OT MPSIMOI0 WIH YMBIIUIEHHOTO HapyIIEHUs
0€30MMaCHOCTH HAPYIIUTEISAMU C HU3KUM ITOTEHIIMAIOM HalaJeHMS.

8. JlomxHbl OBITH OOEcCHedYeHbl MEXAHM3MBbl TI'€HEpalud, HaIJIeXKallero u
3alUIIEHHOI0 PacHpelesIeHusl, YHMUYTOXKEHHS KIIOYeBOW HH(OpPMALKMU, a TaKke
MeXaHU3MbI MH(POoBaHUs, U (HOPMUPOBAHUS FNEKTPOHHOM LUPpoBOH noanucu. JlaHHbIe
MEXAaHHU3MBbl JOJDKHBI (DYHKIIMOHUPOBATh B COOTBETCTBHUM C CEPTU(PULIUPOBAHHBIMU
JITOPUTMaMU.

4.3. IloauTuka u neau 6e30MacHOCTH 1JIsi cpeabl pyHknuonupoBanusa AUC

Cpena ¢ysxuumonupoBanus ANC nomkHa oOecrneuuTh CleIOBaHUE MPUBEICHHBIM
HUKE MpaBuiaM 0e30MacHOCTH:

1. JlomwkHa ObITh oOOecrieueHa WHKEHEPHO-TEXHUYECKass YKPEIUIEHHOCTb
O00OBEKTOB pa3MEIIEeHUs] CUCTEMBI OOpabOTKM, XpaHEHHs U TNepenayd WHGOpMAaLMH,
coJiepIKaIel CBEICHHUS O IEPCOHATBHBIX TaHHBIX.

2. OOBEeKThl pa3MeleHUsT CHUCTEeMbl 00pabOTKH, XpaHEHUS U Mepeaaydu
uHpOpMalMK, COJEpKalled CBEACHHs O MEepPCOHAIBHBIX MJAHHBIX, MJOJDKHBI OBIThH
000py0BaHbl CUCTEMOM OXPAaHHOM CUTHAIHM3ALUU.

3. JlomwkHa OBITHP HWCKJIIOYEHA BO3MOXXHOCTh  HECAHKIIHOHUPOBAHHOTO
¢u3nyecKoro J0CTyna K MpOrpaMMHO-ANIAPATHBIM 3J€MEHTaM CUCTEMbI 00pabOTKH,
XpaHEHUsI U Tiepenayn nHHOPMAIH, COACPKAIIe CBECHHS O TIePCOHATBHBIX TaHHBIX,
CO CTOPOHBI MOCTOPOHHUX JIHII.

4. Ha ob6bekTax cucteMbl 00paOOTKH, XpaHEHUs W Tepenadyud UHGOpMAINH,
coJieprKallel CBeJICHHsI O MEPCOHAIBHBIX JTaHHBIX, JOJDKHO ObITh 00ECIeUeHO HaJudue U
Ha/IIe)KaIlee UCTI0Ib30BaHUE CPEJICTB aHTUBUPYCHON 3aIIUTHI, CEPTUDHUIIMPOBAHHBIX IO
TpeboBaHUsIM 0e30macHOCTU. JIOMDKHO OBITH O00ECIEUeHO peryyisipHOe OOHOBJICHHUE
AHTHUBUPYCHBIX 0a3.

S. OObexThl cucTeMbl 00pabOTKM, XpaHEHHUd M Tepefaud HHQOopMaluu,
colieprKaliell CBEACHUS O TMEPCOHAIBHBIX JAaHHBIX, MOJDKHO OBITh MOJIKIIOYEHBI K
BHEIIIHUM  BBIUYMCIUTEIBHBIM CETSM OOIIero TMOJIb30BaHUS C  HUCIOJIb30BAHUEM
HQISKAIINX CPEJICTB MEXKCETEBOTO HIKPAHUPOBAHUS, CEPTUDUIUPOBAHHBIX TIO
TpeOoBaHUAM 0€30MaCHOCTH.

6. Ha oObektax cuctembl 00pabOTKH, XpaHEHUs U Iepenayd HHQpOopMaluu,
coJieprKalleil CBEICHUS O MEPCOHANBHBIX JAHHBIX, JIOJDKHO OBITH 00ECTIEYeHO OTCYTCTBHE
HEINTaTHBIX TMPOTPAMMHBIX CPEICTB, HE MMCIONMX OTHOIICHHE K TMPOILECCY
(GYHKIIMOHUPOBAHHMSI TOIIKOJIBHOTO 00pa30BaTEIILHOTO YUPEHKICHUS .

7. JlomkHBI OBITH OOecTeueHbl YCTaHOBKA, KOH(PUTYPUPOBAHNE U YIPABICHHE
nporpamMMHoO-anmnapatHeiMi cpenctBaMd AMIC B COOTBETCTBHHM C PYKOBOJCTBAMH U
COTJIACHO OIICHEHHBIM KOH(MUTYPAIIHSIM.

8. [Tepconan, orBeTcTBeHHBIN 3a agmuHHCcTpupoBanne AMC, momxkeH OBITH
OnaroHaseXHbIM M KOMIIETEHTHBIM, U PYKOBOJCTBOBATHCA B CBOCH JIEATEIBHOCTU
COOTBETCTBYIOIIEH TOKYMEHTALUEH.

9. VYnonHnomouenHsle Ha pabory ¢ AMC oneparopsl [OJKHBI  OBITh
OnmaroHaneXHbIMH, PYKOBOACTBOBAaThCS B  CBOEW  paboTe  IKCIUTyaTallMOHHOU
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nokymentauuer Ha AMC, a UX COBMECTHbIE NEUCTBUSL JOJKHBI OBITh HANPABIICHBI
HCKJIFOYUTENIPHO Ha BBITOJIHEHNE CBOUX (YHKIIMOHAIBHBIX 00S3aHHOCTEH.
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